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a given distribution layer PIN could be 
served by an nGenius InfiniStream 6900 
Series appliance, an nGenius InfiniStream 
2900 Series appliance, or even an 
nGenius Probe.

Server Farms and Virtual Servers 
Server farms are hosting points for key 
applications and services. Examples 
include Web applications, Domain Name 
Services (DNS), and IP telephony services. 
PINs are excellent sources to monitor 
request-response exchanges between 
the clients and the servers. They are often 
found at centralized data centers, especially 
with the recent popularity of virtualization. 
However, application servers can be 
located anywhere in the physical network. 
In the late 90s there was a trend toward 
decentralization to move the applications 
closer to the users. Many environments 
have server farms in branch locations or 
closet enclosures. This is why it is important 
to “follow the applications” when deploying 
data sources. If only the core network is 
insturmented, critical applications can be 
left completely without visibility. 

The Network Core
The network core (or core) is often 
incorporated into the data center, but is 
sometimes a separate pair or quad of 
redundant switches isolating the data 
center from the distribution layer. Either 
way, traffic volumes and processing 
requirements are high, so nGenius 
InfiniStream 6900 Series or 7900 
Series appliances are the preferred 
instrumentation choice. The preferred 
method of attachment is to use a physical 
network tap connected between switch 
links, but mirror ports directly attached 
to the switches are a viable option that 
provides added flexibility to move between 
VLANS. 

Distribution Layer
Distribution layers direct traffic pathways 
to key segments of the business. As a 
result, they are often an excellent choice 
for vis¬ibility into specific application or 
service paths. Dedicated hardware-based 
devices meet the need, but depending 
on volumes and capture requirements, 

Data Center
At the heart of the network lies the 
corporate data center. Although the size 
and number of devices varies greatly from 
one organization or facility to another, a 
common framework has emerged. There 
is typically a redundant switched network 
at the center with banks of dedicated 
application or virtualized servers on one 
side and users or servers accessing the 
data on the other. Key data aggregation 
points at these locations provide excellent 
access for visibility. Due to high traffic 
volumes and the criticality of data, the data 
center, core and distribution layers typically 
require high-end data sources. This is 
especially true for 10GbE installations. 
The nGenius InfiniStream 6900 Series 
and 7900 Series appliances are the 
best choices for these environments 
because they enjoy the highest processing 
capabilities and come in a variety of 
configurations. It is common to have 
a single appliance collect packet-flow 
data from multiple links to account for 
asymmetrical routing. 

Figure 5: Access layer deployment examples
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Edge Environments
Edge environments traditionally were 
Point-To-Point Wide Area Network (WAN) 
connections from the main facility to branch 
offi ces. This has expanded to include 
Web access, (some) campus networks 
and Virtual Private Networks (VPN). It 
could also be used as access to cloud 
computing. The edge is now generally 
considered to be where the physical Local 
Area Network (LAN) ends and is connected 
to something else. In most cases the point 
of demarcation is a router, but not always. 
This PIN provides good exposure to all 
traffi c entering or exiting the LAN.

Once a packet leaves the LAN, visibility 
diminishes. No single source controls or 
monitors the World Wide Web; This often 
makes the edge the last visibility point 
before the packet reaches its destination. 
Instrumentation on both sides of the WAN 
makes it easy to determine if slow response 
is introduced within the WAN, or was 

Access Layers
The access layers are physical locations 
that connect groups of users. The users 
could be actual people such as an 
accounting department or a wing of a 
hospital. Users could also be dedicated 
machines (or servers) on a factory fl oor 
or in-fl ow check points on a utility power 
grid. The access layer provides a user 
perspective as to how the service is 
actually working. Combined with other data 
sources, it completes the true end-to-end 
perspective. Many Access Layer PINs are 
located in space-constrained environments 
such as wiring closets. This, combined with 
smaller traffi c volumes makes the nGenius 
Infi niStream 2900 Series a logical Access 
Layer deployment choice. If continuous 
capture is not required (as in a monitoring-
only scenario), use the nGenius Probe. For 
long-term or larger storage requirements, 
upgrade to the nGenius Infi niStream 
6900 Series or 7900 Series appliance. If 
the Access Layer is remote, an nGenius 
Collector can leverage NetFlow statistics.

Modern server farms include more than just 
servers. There may be separate fi rewalls, 
load-balancers, and encryption devices 
within the system. For best results, fi nd 
a location to tap that is not encrypted. 
For physical server farms visibility, either 
nGenius Infi niStream appliances or 
nGenius Probe hardware options work well.

Virtualized server farms eliminate physical 
connections between virtual servers. As a 
result, visibility requires a virtualized probe 
technology. Deploy the nGenius Virtual 
Agent within VMware® environments. This 
enables the nGenius Service Assurance 
Solution to access the virtual packets 
crossing virtual links and provide visibility 
to these environments. This also applies to 
virtualized environments that are serving as 
internal clouds.

Figure 7: Remote/Branch Offi ce deployment examples
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Summary
Proper network visibility requires 
appropriate data source placement. This 
strategy is dictated by specific visibility 
requirements combined with realistic 
budget expectations. Prioritize the most 
important. High visibility links should 
leverage dedicated hardware appliances 
such as nGenius InfiniStream. Understand 
the level of detail required at each link 
and instrument accordingly. Software-only 
solutions may be deployed in virtualized 
environments and branch locations.

Medium-sized offices can install nGenius 
Integrated Agent software directly on 
existing routing hardware to leverage 
infrastructure already in place. This 
virtualized probe technology monitors the 
router backplane to provide visibility without 
requiring dedicated hardware. It extends 
visibility while reducing infrastructure cost.

Remote offices often use firewalls to protect 
sensitive data and prevent attacks. To verify 
the firewall Access Control Lists (ACLs) 
are working properly deploy an nGenius 
InfiniStream appliance on both sides of 
the firewall. This allows quick isolation and 
resolution of delays. And quickly resolves 
whether the problem is with the firewall or 
the service provider.

Large offices of over a hundred users 
typically have significant computing, 
application, service and networking 
resources. As such, the data center should 
be treated like a corporate data center. 
Deploy appropriate data sources as 
described earlier in this brief.

already happening before the packet left the 
building. Without proper edge visibility there 
is only finger pointing and unsubstantiated 
blame. Edge deployment options depend 
on the type of physical access available. A 
common best practice is to instrument on 
the IP side of a router to provide last-hop 
information. This can be accomplished with 
any nGenius InfiniStream appliance. If the 
desire is to connect directly to the WAN 
connection (such as an ATM OC-12 link), 
use the nGenius Probe. Yet another option 
is to deploy the nGenius Integrated Agents 
at edge locations within the routers or 
switches already in place.

Remote Location/Branch Office 
A single remote site could be as tiny as a 
single user in a Small Office / Home Office 
(SoHo) configuration, or be as large as 
a regional office with its own substantial 
network computing facilities. If the edge is 
properly instrumented, some smaller sites 
may not require individual visibility. Those 
that do can often be monitored remotely 
using a single nGenius Collector polling 
NetFlow statistics. 

Table 3: Deployment considerations by location

Deployment  
Locations

Intelligent Data Sources –  
Best practices

Intelligent Data Sources – 
Secondary Options

Data Center nGenius InfiniStream 7900 Series nGenius InfiniStream 6900 Series
Network Core nGenius InfiniStream 7900 Series nGenius InfiniStream 6900 Series
Distribution Layer nGenius InfiniStream 6900 Series 

nGenius InfiniStream 2900 Series
nGenius InfiniStream 2900 Series  
nGenius Probe

Server Farms and 
Virtualized Servers

nGenius InfiniStream 6900 Series 
nGenius Probe  
nGenius Integrated Agent

nGenius InfiniStream 2900 Series  
nGenius Collector

Access Layer nGenius InfiniStream 2900 Series nGenius Probe  
nGenius InfiniStream 6900 Series

Edge Environments nGenius InfiniStream 6900 Series  
nGenius Probe

nGenius InfiniStream 2900 Series 
nGenius Integrated Agent

Remote Location/Branch 
Office

nGenius InfiniStream 2900 Series  
nGenius Integrated Agent  
nGenius Collector

nGenius InfiniStream 6900 Series
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